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Attack Category » Denial of Service

Vulnerability Category ¢ Process management

Softwar e Context » Threads and Processes

L ocation

Description After calling CreateProcess(), ensure that process
and thread handles get closed.

CreateProcess() and related functions create a new
process. A Process|nformation argument is returned,
and this contains handles for the process and thread
associated with the new process. Remember to close
these process and thread handles; otherwise the
system will not be able to clean up after the child
process exits. The system will be ableto clean up
once both the child and parent processes exit, but
this may tie up resources longer than necessary.

APIs

FunctionName Comments
CreateProcess
CreateProcessA ANSI implementation
CreateProcesswW Unicode implementation
CreateProcessAsUser
CreateProcessWithL ogonW

Method of Attack By repeatedly creating processes and threads that do

not get cleaned up, an attacker can eventually force
the system into resource exhaustion and lead to a

Dos.
Exception Criteria
Solution Applicability Solution Solution Solution
Applicability |Description Efficacy
Whenever Close thread Effective.
creating anew | and process
process. handles
in process
1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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information
struct once they
are no longer
needed.

Signature Details

Examples of Incorrect Code

BOOL CreateProcess(LPCTSTR
IpApplicationName, LPTSTR
IpCommandLine,LPSECURITY_ATTRIBUTES
IpProcessAttributes,L PSECURITY_ATTRIBUTES
[pThreadAttributes,BOOL blnheritHandles, DWORD
dwCreationFlags,LPVOID
[pEnvironment,LPCTSTR
[pCurrentDirectory,LPSTARTUPINFO
|pStartuplnfo, LPPROCESS_INFORMATION
[pProcess| nformation);

BOOL CreateProcessAsUser(HANDLE
hToken,LPCTSTR IpApplicationName,LPTSTR
IpCommandLine, LPSECURITY_ATTRIBUTES
IpProcessAttributes,L PSECURITY_ATTRIBUTES
[pThreadAttributes,BOOL blnheritHandles, DWORD
dwCreationFlags,LPVOID
[pEnvironment,LPCTSTR

[pCurrentDirectory, LPSTARTUPINFO
IpStartuplnfo,LPPROCESS_INFORMATION
[pProcess| nformation);

BOOL CreateProcessWithLogonW(LPCWSTR
[pUsername,LPCWSTR IpDomain,LPCWSTR
[pPassword, DWORD dwL ogonFlags,LPCWSTR
IpApplicationName,LPWSTR
[pCommandLine,DWORD wCreationFlags,L PV OID
[pEnvironment,LPCWSTR

IpCurrentDirectory,L PSTARTUPINFOW
IpStartuplnfo,LPPROCESS_INFORMATION
[pProcessinfo);

STARTUPI NFO si ;

PROCESS | NFORMATI ON pi ;

BOCL f Success;

f Success = CreateProcess(NULL,
TEXT(" MyProgram exe"), NULL, NULL,
TRUE, 0, NULL, NULL, &si, &pi);
[...]

/* Handles in "pi" not

cl osed, preventing cl eanup when
MyProgram exe exits */

Examples of Corrected Code

STARTUPI NFO si ;

PROCESS | NFORMATI ON pi ;

BOCOL f Success;

f Success = CreateProcess(NULL,
TEXT(" MyProgram exe"), NULL, NULL,
TRUE, 0, NULL, NULL, &si, &pi);
[...]
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/* Use handles if needed */

[...]

if (!d oseHandl e(pi.hProcess))

{ /* handle error */ }

if (!doseHandl e(pi.hThread)) { /
* handle error */ }

/* Now resources can be rel eased
when MyProgram exe exits. */

Sour ce Reference e http://msdn.microsoft.com/library/
default.asp?url=/library/en-us/dll proc/base/

processes_and_threads.asp®
Recommended Resour ces * MSDN Processes and Threads®
* MSDN CreateProcess reference’

Discriminant Set Operating System «  Windows
L anguages e C
o CH++
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